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o S

- Cent OS 5.x
- OpenLDAP 2.4.x

_




= OpenLDAP
= |oglevel 256 (
= |oglevel 256 (

= Accept close
= BIND BIND RESULT

= Case 1:

= SRCH SEARCH RESULT
« Case 2:

0 (ADD/MOD slapd.conf)
=« Case 3:

= Case 4:



Case 1:
Case 2:
Case 3:
Case 4.
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= OpenLDAP

= loglevel 256 (

= loglevel 256 (
= Accept close
= BIND BIND RESULT

= Case 1:

= SRCH SEARCH RESULT
= Case 2:

¥ (ADD/MOD slapd.conf)
« Case 3:

= Case 4:

11



'OpenLDAP

-Syslog ,

‘Access_log overlay
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iStep 1.

= OpenLDAP LOCAL4

= Syslog LOCAL4

= # vi /etc/syslog.conf

I 1.

local4.* /var/log/ldap.log
I 1.

e

= Syslog

13



ﬂStep 2.

( )

= # vi slapd.conf

include... loglevel

Y I P

loglevel 256 256(0x100 stats)

Y I P
o —

7

= Slapd

DB

14



N
Level Level Level
(10 (16
-1 any enable all debugging
0 0x0 no debugging
1 Ox1 trace trace function calls
2 0x2 packet debug packet handling
4 Ox4 args heavy trace debugging (function
args)
8 0x8 conns connection management
16 0x10 BER print out packets sent and
received
32 0x20 filter search filter processing

15




) (@)

H
Level Level Level
(10 as ) ( )
64 0 40 config configuration file processing
128 , 0x80 ACL access control list processing
256 0x100 stats stats log
connections/operations/results
512 0x200 stats2 stats log entries sent
1024 0x400 shell print communication with
shell backends
2048 0x800 parse entry parsing
16384 0x4000 sync LDAPSync replication
32768 0x8000 none only messages that get logged

whatever log level is set 16




= |oglevel 2
n 1: 10 16
2 2:10 16
loglevel 0x81
loglevel 128 1
~<
Ioglevel 129 loglevel 0x80 Ox1

L loglevel acl trace

loglevel 129

17



+

( ) Disk
= Battery Back Write Cache / (Diskl/0O
) # time Idapsearch -x
OpenLDAP | Syslog
/|0061|h05t loglevel —1 80.601(sec)
24 loglevel -1 0.647(sec)
\_ loglevel 256 0.151(sec)
loglevel 256 0.133(sec)

18




(2)

(
) syslog
= # Vi /etc/syslog.conf
mail.* -/var/log/maillog
I 1.
local4.* -/var/log/ldap.log

e




= OpenLDAP

= loglevel 256
= loglevel 256 (

= Accept close
= BIND BIND RESULT

= Case 1:

= SRCH SEARCH RESULT
= Case 2:

¥ (ADD/MOD slapd.conf)
« Case 3:

= Case 4:

20



loglevel 256

OpenLDAP
(loglevel 256)

LDAP

21



iloglevel 256

= |[dapsearch
= Idapsearch -x -D DN -w passwd filter attr

# Idapsearch -x -D uid=test1001,ou=people,dc=my-domain,dc=com -w 3edcvfr4 uid=test1001 dn -LLL

dn: uid=test1001,ou=People,dc=my-domain,dc=com

7

=« tail -f /var/log/ldap.log

Feb 14 04:39:44 CentOSa slapd[9733]: conn=5 fd=13 ACCEPT from IP=127.0.0.1:38379 (1P=0.0.0.0:389)

Feb 14 04:39:44 CentOSa slapd[9733]: conn=5 op=0 BIND dn="uid=test1001,ou=people,dc=my-domain,dc=com" method=128

Feb 14 04:39:44 CentOSa slapd[9733]: conn=5 op=0 BIND dn="uid=test1001,ou=People,dc=my-domain,dc=com" mech=SIMPLE ssf=0
Feb 14 04:39:44 CentOSa slapd[9733]: conn=5 op=0 RESULT tag=97 err=0 text=

Feb 14 04:39:44 CentOSa slapd[9733]: conn=5 op=1 SRCH base="dc=my-domain,dc=com" scope=2 deref=0 filter="(uid=test1001)"
Feb 14 04:39:44 CentOSa slapd[9733]: conn=5 op=1 SRCH attr=dn

Feb 14 04:39:44 CentOSa slapd[9733]: conn=5 op=1 SEARCH RESULT tag=101 err=0 nentries=1 text=

Feb 14 04:39:44 CentOSa slapd[9733]: conn=5 op=2 UNBIND

Feb 14 04:39:44 CentOSa slapd[9733]: conn=5 fd=13 closed %




iStep 1.
conn# (connectio?
= )

Feb 14 04:39:44:CentOSa:sIapd[9733] conn:51fd=13 Ao~ /

Feb 14 04:39:44,CentOSaslapd[9733] conn:5|op:O BIND ...
Feb 14 04:39:44lCentOSalslapd[9733]| conn=5|op=0 BIND ( \
Feb 14 04:39:44:CentOSa:sIapd[9733] conn=5op=0 RESULT conn#
Feb 14 04:39:441CentOSalslapd[9733]| conn=5|op=1 SRCH ..
Feb 14 04:39:44:CentOSa:sIapd[9733] conn=5op=1 SRCH .. )
Feb 14 04:39:44;,CentOSayslapd[9733]| conn=5jop=1 SEARC

Feb 14 04:39:44ICentOSalslapd[9733]| conn=5op=2 UNBIN /

Feb 14 04:39:44!CentOSa!sIapd[9733] conn=5[fd=13 closed ...~

op# (operation

y /o

23



iStep 1.

conn=5 <

|dapsearch

r

BIND(

)

BIND( )

UNBIND

©penLDAP

v http:Swww . OpenLDAP.org

AP server

24



iStep 2.
= N

fd=13 ACCEPT from 1P=127.0.0.1:38379 (IP=0.0.0> -

op=0 BIND dn="uid=test1001,ou¥people,dc=my-domain,dc=com" method=128
op=0 BIND dn="uid=test1001,ou¥People,dc=my-domain,dc=com" mech=SIMPLE ssf=0
op=0 RESULT tag=97 err=0 text

op=1 SRCH base="dc=my-domaifgdc=com" scope=2 deref )
op=1 SRCH attr=dn

op=1 SEARCH RESULT tag=101 grr=0 nentries=1 text=

op=2 UNBIND ¢ M
fd=13 closed

25




iStep 2.

.- http:/fwww . OpenLDAP.org
Iﬁapsearch #OpenLDAP server

©penLDAP

DN=test1001 ~

CONN=5 < DN  sub ~

UNBIND
> } 0p:2




- statslog

27



statslog

= contrib/slapd-tools
= loglevel 256 (stats)

perl

# cd openldap-2.4.XX/contrib/slapd-tools

# ./statslog --usage

28




statslog (2)

= )2

TLS

# ./statslog -i NFeb.*err

Feb 7 00:28:51 CentOSa slapd[7376]:
Feb 7 00:28:52 CentOSa slapd[7376]:
Feb 7 00:28:52 CentOSa slapd[7376]:
Feb 7 00:28:52 CentOSa slapd[7376]:
Feb 7 00:28:52 CentOSa slapd[7376]:
Feb 7 00:28:52 CentOSa slapd[7376]:
Feb 7 00:28:53 CentOSa slapd[7376]:

Feb 14 05:57:14 CentOSa slapd[9978]:
Feb 14 05:57:14 CentOSa slapd[9978]:
Feb 14 05:57:14 CentOSa slapd[9978]:
Feb 14 05:57:14 CentOSa slapd[9978]:
Feb 14 05:57:14 CentOSa slapd[9978]:

# cd openldap-2.4.XX/contrib/slapd-tools
=49 -i TLS /var/log/ldap.log

conn=3 fd=15 ACCEPT from 1P=127.0.0.1:52996 (I1P=0.0.0.0:636)

conn=3 fd=15 TLS established tls_ssf=256 ssf=256

conn=3 op=0 BIND dn="cn=Manager,dc=my-domainl,dc=com" method=128
send_ldap_result: conn=3 op=0 p=3

conn=3 op=0 RESULT tag=97 err=49 text=

connection_closing: readying conn=3 sd=15 for close

conn=3 fd=15 closed (connection lost)

conn=0 fd=15 ACCEPT from 1P=127.0.0.1:50294 (1P=0.0.0.0:636)

conn=0 fd=15 TLS established tls_ssf=256 ssf=256

conn=0 op=0 BIND dn="uid=test1001,ou=people,dc=my-domain,dc=com" method=128
conn=0 op=0 RESULT tag=97 err=49 text=

conn=0 fd=15 closed (connection lost)

29




= OpenLDAP
= |oglevel 256 (

= loglevel 256

= Accept close
= BIND BIND RESULT

= Case 1:

= SRCH SEARCH RESULT
= Case 2:

¥ (ADD/MOD slapd.conf)
« Case 3:

= Case 4:

30



loglevel 256

Case 1:
Case 2:
Case 3:

31



' ACCEPT close




iACCEPT close

conn=5 <

(apseafc SOpenLDAP server
—
BIND( J =
’ BIND( ) > 0p=0
’ = op=1
UNBIND | op=2
k ﬁ

33



close

s ACCEPT close

fd=13 ACCEPT from IP=127.0.0.1:38379 (1P=0.0.0.0:389)

File Descriptor# k k

fd=13 closed Socket IP
Port#
Port#
= SSL / TLS #6306
fd=14 ACCEPT from 1P=127.0.0.1:38379 (1P=0.0.0.0:636)
fd=14 TLS established tls_ssf=256 ssf=256 J—

34



+

= Syslog slapd

= tcpdump

= [sof fuser netstat
= /var/log/messages
= TCP Wrappers

m SSL/TLS

{

-

35




| BIND BIND RESULT




iBIND BIND RESULT

conn=5 <

OpenLDAP
rpsaarch OpenLDAP server
BIND( ) »| -
¢ BIND( ) ~ 0p=0
’ ~ op=1
UNBIND
1 }+ op=2

37



= BIND

BIND dn="uid=test1001,ou=people,dc=my-domain,dc=com" method=128

tBlND( ) DN BIND( ) j

dn="" 128= / 163=SASL

BIND dn="uid=test1001,ou=People,dc=my-domain,dc=com" mech=SIMPLE ssf=0

SASL J

DIGEST-MDS / CRAM-MDS5 / ...
SIMPLE

Security Strength Factors ( ) 0 7
— SASL mech=DIGEST-MD5 sas| ssf=128 ssf=128 38




(2)

= BIND RESULT

RESULT tag=97 err=0 text= #
& t ( > include/ldap.h)
0 (0x0) = (Success )

( . include/ldap.h)
BIND REQUEST=96 (0x60) 49 (0x31) = Invalid credentials
BIND RESULT=97 (0x61) \
49  BIND
SEARCH REQUEST=99 (0x63) H# DN
SEARCH RESULT=101 (Ox65) ACL

N _




. Case 1:

= (49) Invalid credentials ?



= DN(ID)
. (BIND)

= Stats

. (BIND)

s ACL

0 (anonymous)
(auth)

= acl

BIND

BIND

DN(ID)

41



iloglevel acl stats
= ACL

access to userPassword (auth)
by self write

D =
. access_allowed: no res from state (userPassword)
: => acl_mask: access to entry "uid=test1009,ou=People,dc=my-domain,dc=com",
attr ‘userPassword" requested
: => acl_mask: to value by "", (=0)

: <= check a_dn_pat: self
: <= acl_mask: no more <who> clauses, returning =0 (stop)

. => access_allowed: auth access denied by =0

- conn=0 op=0 RESULT tag=97 €r'r=49 text=
WO fd=15 closed (connection lost) M/




loglevel acl stats (2)
= ACL OK NG

access to userPassword |
by self write (auth)
by anonymous auth

=

. access_allowed: no res from state (userPassword) \

: => acl_mask: access to entry "uid=test1009,ou=People,dc=my-domain,dc=com",
attr "userPassword" requested

: => acl_mask: to value by ", (=0)

: <= check a_dn_pat: self

: <= check a_dn_pat: anonymous

: <= acl_mask: [2] applying auth(=xd) (stop)

: <= acl_mask: [2] mask: auth(=xd)

- => access_allowed: auth access granted by auth(=xd)

&HHZS op=0 RESULT tag=97 €I'r=49 text= /
3




loglevel acl stats (3)
= ACL OK

access to userPassword (auth)
by self write
by anonymous auth

@owed: no res from state (userPassword) \

- => acl_mask: access to entry "uid=test1009,ou=People,dc=my-domain,dc=com",
attr "userPassword" requested

- => acl_mask: to value by ", (=0)

: <= check a_dn_pat: self

: <= check a_dn_pat: anonymous

: <= acl_mask: [2] applying auth(=xd) (stop)

: <= acl_mask: [2] mask: auth(=xd)

: => access_allowed: aUth access granted by auth(=xd)
: conn=4 op=0 BIND dn="uid=test1009,ou=People,dc=my-domain,dc=com"

Q::EIMPLE ssf=0 //
~sann=4 op=0 RESULT tag=97 €r'r=0 text= 4




L S

- slapacl
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slapacl

= Slapacl ACL
= slapd.conf access to
ACL
. OpenlLDAP

# slapacl -b "uid=test1003,ou=people,dc=my-domain,dc=com" ¥
> "userPassword/auth” -d acl

I 1.

<= check a_dn_pat: anonymous

I 1.

=> access_allowed: auth access granted by auth(=xd)

auth access to userPassword: ALLOWED /=




. SRCH SEARCH RESULT




SRCH SEARCH RESULT

conn=5 <

|dapsearch
(
BIND(
’ BIND( )
—
—
UNBIND
\

= o0p=0

= op=1

_+ op=2

48



= SRCH

SRCH base="dc=my-domain,dc=com" scope=2 deref=0 filter="(uid=test1001)"

\

SRCH attr=dn

attr=+

w N B O

J X

alias
: base ( )
: one ( 1
: sub (
- children (

’&

49




(2)

= SEARCH RESULT

SEARCH RESULT tag=101 err=0 nentries=1 text=

J

( - include/ldap.h)

BIND REQUEST=96 (0x60)
BIND RESULT=97 (0x61)

SEARCH REQUEST=99 (0x63)
SEARCH RESULT=101 (0x65)

\

#
- include/ldap.h libraries/libldap/error.c)

0 (0Ox0) = Success
4 (0x04) = Size limit exceeded

32 (0x20) = No such object
L~

50

=



‘ Case 2:

(3) Time Limit Exceeded ?
(4) Size Limit Exceeded ?
(32) No Such Object ?



o H

= http://www.openldap.org/doc/admin24/appendix-ldap-result-codes.html
= http://tools.ietf.org/html/rfc4511#section-4.1.9

= |dapsearch

= /etc/openldap/ldap.conf
= Idapsearch OpenLDAP

= /etc/ldap.conf

= Nss_Idap pam_Idap 52



b S

- ldapsearch -d <#>
- getent...

53



iLDAP debug

= OpenLDAP
Level Level Level
(10 ) (16 )

/1 any el LIBRARY / SERVER
| 0 0x0 no debuaaing

v 1 ox1 trace 1 | IBRARY / SERVER

e 0x2 packet | d| [ |BRARY / SERVER

4 Ox4 args

" LIBRARY / SERVER

8

0x8

conns

C(

16

0x10

BER

LIBRARY / SERVER

P

LIBRARY / SERVER

32

0x20

filter

S6

SERVER ONLY

o4



iLDAP

debug(2)

= OpenLDAP
Level Level Level
(a0 ) (a6 ) ( )
64 0 40 config o SERVER ONLY e
128 0x80 ACL a3 SERVER ONLY [ng
256 0x100 tat 1
" @t 1% SERVER ONLY | .-
512 0x200 stats2 st SERVER ONLY
1024 0x400 hell th
. 7% |§ SERVERONLY ["
2048 0x800 parse el LIBRARY / SERVER ||
16384 0x4000 sync L| SERVER ONLY
32768 0x8000 none \(/)\, LIBRARY / SERVER




iLDAP debug

= |dapsearch debug

= -d1l OpenLDAP
0 slapd.conf loglevel
OpenLDAP
OpenLDAP )
-d
|dapsearch
_/
OpenLDAP

LIBRARY



iNSS PAM debug

= nss_Idap pam_Idap /etc/ldap.conf debug
1
nss_Idap

OpenLDAP
LIBRARY

# getent passwd test1001 2>/tmp/nss_ldap_debug.log
test1001:x:1001:1001:test1001:/home/test1001:/bin/bash

“
)

# less /tmp/nss_ldap_debug.log

I
Idap_connect_to_host: Trying 127.0.0.1:389

I I
put_filter: "(&(objectClass=posixAccount)(uid=test1001))"

[T




Case 3:

(21) Invalid Syntax ?
(68) Entry Already Exists ?
(80) Internal (...) error ?

58



- #

= http://www.openldap.org/doc/admin24/appendix-ldap-result-codes.htmi
« http://tools.ietf.org/html/rfc4511#section-4.1.9

OpenLDAP FAQ Common Errors

= http://www.openldap.org/fag/data/cache/53.html

LDAP

59



Case 4:

60



islapd.conf

= OpenLDAP

. t

sldap.conf

61



b S

- slaptest -d 64
- Slurpd -d 64

62



slaptest

= Slaptest slapd.conf
= Slapd.conf OpenLDAP

. OpenlLDAP

# slaptest -f ./etc/openldap/slapd.conf -d 64

reading config file ./etc/openldap/slapd.conf

line 5 (include /usr/local/openldap-2.4.11/etc/openldap/schema/core.schema)
reading config file /usr/local/openldap-2.4.11/etc/openldap/schema/core.schema

T

line 84 (rootdn "cn=Manager,dc=my-domain,dc=com")
line 88 (rootpw ***)

LT
config file testing succeeded >

63




slurpd -d 64(OpenLDAP2.3 )

= slurpd -d 64 slapd.conf
= Slurpd slapd.conf

= Slurpd slaptest -d 64
slurpd -d 64

# slurpd -d 64 -o -r /tmp/none-exsiting-files

Config: (replogfile /var/lib/Idap/openldap-master-replog)

Config: (replica host=Ildap-1.example.com:389 starttis=critical
bindmethod=sasl saslmech=GSSAPI authcld=host/Idap-
master.example.com@EXAMPLE.COM)

Config: ** successfully added replica "ldap-1.example.com:389"
Config: ** configuration file successfully read and parsed
Processing in one-shot mode:

0 total replication records in file,

O replication records to process.

slurpd: terminated. %




OpenLDAP
loglevel 256 (
loglevel 256 (

= Accept close
= BIND BIND RESULT
= Case 1:
= SRCH SEARCH RESULT
= Case 2:
0 (ADD/MOD slapd.conf)
= Case 3:
= Case 4:

65



Administrator's Guide
= 22. Troubleshooting

= http://www.openldap.org/doc/admin24/troubleshooting.html

OpenLDAP Fag-O-Matic
= http://www.openldap.org/fag/data/cache/1.html

Issue Tracking System
= http://www.openldap.org/its/

Change Log

= http://www.openldap.org/software/release/changes.html

Release Road Map
« http://www.openldap.org/software/roadmap.html

Project Overview
« http://www.openldap.org/project/

66



+

= OpenLDAP

« http://www.openldap.org/lists/#archives
= OpenLDAP-announce
OpenLDAP-bugs
OpenLDAP-commit
OpenLDAP-devel
= OpenLDAP-software
= OpenLDAP-technical

u LDAP
« http://ml.ldap.jp/mailman/listinfo/ldap-users
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L S

- Berkeley DB
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OpenLDAP

L S

69






